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Abstract
Recent studies have found that although consumers express their intentions to withhold
personal information, they will nevertheless disclose personal information when requested.
This has been labelled the ‘privacy paradox’. The objective of this paper is to explain why
this paradox occurs and identify its possible consequences. We propose that the privacy
paradox is the result of low perceived behavioural control, desire for immediate gratification
and habit/routinization of disclosure behaviour. Possible consequences of the privacy paradox
include: a change in consumers’ attitudes towards the disclosure situation, inertia or
exacerbated privacy concerns. This paper contributes to a better understanding of the
relationship between consumer privacy concerns and disclosure behaviour.
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Introduction
Privacy concerns have been shown to reduce consumers’ willingness to provide personal
information to organizations (Bandyopadhyay, 2009; Sheehan and Hoy, 1999; Wirtz, Lwin
and Williams, 2007). However, recent studies have found that although consumers express
their reluctance to provide personal information, they will nevertheless succumb to
organizations’ requests for information (Berendt, Gunther and Spiekermann, 2005; Norberg,
Horne and Horne, 2004; 2007; Spiekermann, Grossklags and Berendt, 2001). This
phenomenon has been labelled the privacy paradox (Norberg, Horne and Horne, 2004; 2007).
As little is known about the drivers and outcomes of the privacy paradox, the purpose of this
paper is to propose a conceptual model that explains why this paradox occurs and to highlight
its possible consequences. We contribute to existing knowledge by providing a better
understanding of the relationship between consumer privacy concerns and disclosure
behaviour and by being the first to address the possible consequences of the privacy paradox.
In doing so, we present six propositions pertaining to the causes and consequences of the
privacy paradox, thereby setting the foundation for future empirical research.
This paper begins by examining the privacy paradox with reference to the three proposed
causes. We then explore the likely consequences of this paradox. We conclude with a
discussion of the implications of this paper.

Causes of the Privacy Paradox
Working on the assumption that ‘human behaviours are a joint function of reflective and
impulsive mechanisms’, we believe that the privacy paradox can be explained by consumers’
rational decision making processes as well as their spontaneous responses to organizations’
information requests (Strack, Werth and Deutsch, 2006; 205). In addition, studies have
highlighted the role habitual processes play in influencing consumer behaviour (Verplanken
and Aarts, 1999), suggesting that the privacy paradox can also be in part, attributed to
consumers’ automatic responses (i.e., behaviour that occurs without conscious thought) to
information requests (see Figure 1).

Figure 1: Causes and Consequences of the Privacy Paradox
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According to the Theory of Planned Behaviour, intentions to perform a particular behaviour
can be predicted from an individual’s attitudes, subjective norms and perceived behavioural
control with respect to the behaviour. An individual’s intentions, combined with their
perceived behavioural control will directly influence whether or not the behaviour is carried
out as intended (Ajzen, 1985; Ajzen and Driver, 1991).
Several factors, such as perceived benefits of disclosure (Acquisti and Grossklags, 2004;
Berry, 1983; Phelps, Nowak and Ferrell, 2000; Sheehan and Hoy, 2000), perceived disclosure
consequences (i.e., perceived risks) (Acquisti, 2008; Norberg, Horne and Horne, 2004; 2007;
White, 2004) and consumer privacy concerns (Ackermann, Cranor and Reagle, 1999;
Bandyopadhyay, 2009; Sheehan and Hoy, 1999; Wirtz, Lwin and Williams, 2007) have been
shown to directly influence consumers’ willingness to provide personal information. Other
factors that indirectly influence consumers’ willingness to provide personal information
include trust in and familiarity with the organization (Chellappa and Sin, 2005; Milne and
Boza, 1999; Sheehan and Hoy, 2000), brand strength (Myerscough, Lowe and Alpert, 2008),
and the type of information requested (Phelps, Nowak and Ferrell, 2000). As such, these
factors influence consumers’ attitudes towards personal information disclosure. When
consumers hold negative attitudes towards personal information disclosure and there is
minimal social pressure to disclose, there should be strong intentions to withhold personal
information. However, as studies have shown, despite consumers’ explicit intentions to
withhold personal information, they nevertheless supply information to organizations when it
is requested of them (Berendt, Gunther and Spiekermann, 2005; Norberg, Horne and Horne,
2004; 2007; Spiekermann, Grossklags and Berendt, 2001). We believe that the privacy
paradox can be, to a certain extent, explained by the direct effects of perceived behavioural
control on actual disclosure behaviour.
Perceived Behavioural Control
Perceived behavioural control refers to the perception of the ease or difficulty of performing a
given behaviour. This is shaped by beliefs regarding the presence and perceived power of
aspects that may promote or impede the individual’s performance of the behaviour in
question (Ajzen, 1985; Ajzen and Driver, 1991). We believe that the underlying basis for
consumers’ control beliefs as they relate to non-disclosure behaviour, is governed by the
choices offered to them (i.e., whether or not consumers are explicitly provided with the
option of withholding personal information).
The provision of personal information is often essential for purchasing even the most basic
items; regardless of its relevance to the transaction at hand (Edge, 2007; Milne and Boza,
1999). Even in situations where consumers do have the option of withholding personal
information, (for example, when signing up for product warranty cards), they are often not
informed of such. Therefore, although consumers have strong intentions to withhold personal
information, these intentions do not overide the direct effect of low levels of perceived
behavioural control on actual disclosure behaviour. As such, we propose that inspite of
intentions to withhold personal information,
P1: Low levels of perceived behavioural control over non-disclosure behavior is associated
with higher levels of disclosure behaviour.
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The discussion so far assumes that consumers engage in a conscious, deliberative, rational
decision making process when responding to organizations’ requests for personal
information. It is important to note at this stage that studies pertaining to consumers’ attitudes
towards privacy as well as their responses to specific privacy scenarios identified three broad
categories of consumers – privacy fundamentalists, privacy unconcerned and privacy
pragmatists (Ackerman, Cranor and Reagle, 1999; Westin, 1991). More recently, Sheehan
(2002) applied these categories to her analysis of online users and developed four typologies
of internet users – unconcerned, circumspect, wary and alarmed. As not all consumers are
‘rational thinkers’ and equally concerned about privacy issues, we believe that the privacy
paradox can also be explained by consumers’ spontaneous and automatic responses (i.e.,
behaviour that occurs without conscious thought) to information request (Strack, Werth and
Deutsch, 2006.; Verplanken and Aarts, 1999).
Immediate Gratification
The concept of immediate gratification proposes that there are instances where consumers
have self-control problems, in that they over-indulge in activities with immediate rewards and
delayed costs and engage in spontaneous purchase decisions without a lot of reflection
(O’Donoghue and Rabin, 2000; Strack, Werth and Deutsch, 2006). Furthermore, in certain
information request situations, consumers often have little time available to consider all
aspects of the exchange (Norberg, Horne and Horne, 2004). For example, signing up for
competitions in shopping malls. Therefore, there are certain situations in which consumer
disclosure behaviour occurs without careful consideration of all the potential costs of
disclosure. These costs may come in the form of a loss of both information privacy and
interaction privacy (Goodwin, 1991; Jones, 1991; Phelps, Nowak and Ferrell, 2000). Other
costs of disclosure may include embarassment, loss of face, esteem or comfort (White, 2004).
Consumers may also be subject to price discrimination (Acquisti, 2008; Ramasastry, 2005).
In addition, it is difficult for consumers to make on-the-spot cost-benefit evaluations since the
benefits of disclosure are immediate and instantaneous, whereas the potential negative
consequences only occur at a later point in time (Norberg and Horne, 2007). For example, by
signing up for a loyalty card, consumers obtain immediate discounts, but may receive
marketing soliciations a month later. As such, when faced with an information request that
produces arousal and emotions (e.g. “I might win a car”) and draws attention to the
immediate benefits (e.g. “four cents off fuel prices”), some consumers will disclose personal
information inspite of pre-existing privacy concerns. This is akin to what Acquisti and
Grossklags (2004; 11) labels as hyperbolic discounting, where consumers tend to ‘underdiscount long-term risks and losses’ when faced with privacy-sensitive situations. Therefore,
we propose that inspite of intentions to withhold personal information,
P2: Consumers’ perceptions of immediate gratification are associated with higher levels of
disclosure behaviour.
Habits/Routinization of Disclosure Behaviour
As more and more organizations are recognizing the value of customer data, consumers are
constantly faced with requests for personal information. In most instances, these requests
represent ‘the second exchange’, a by-product of the customers’ initial transaction with the
organization (Culnan and Milberg, 1998). Subsequently, some consumers provide
information on a daily, repetitive basis; so much so that providing personal information when
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requested becomes a routine and therefore occurs without conscious thought (Aarts,
Verplanken and Van Knippenberg, 1998; Outlette and Wood, 1998). We believe that
automatic processes, such as consumers’ routinization of information disclosure behaviour
influences the extent to which they disclose personal information. Indeed, Verplanken et al.
(1998) demonstrated that individuals’ habits create a boundary condition for the intentionbehaviour relationship. For these consumers, when the act of providing personal information
is performed many times, routinization of information disclosure behaviour may take
precedence over their intentions to withhold personal information (i.e., they do not question
organizations’ requests for personal information). Hence, we propose that for certain groups
of consumers, in spite of their intentions to withhold personal information, subsequent
information disclosure behaviour may be primarily guided by habits rather than rationally
planned action (Aarts, Verplanken and Van Knippenberg, 1998).
P3: Consumers’ degree of habit/routinization of disclosure is associated with higher levels of
disclosure behaviour.

Consequences of the Privacy Paradox
To the best of our knowledge, no research to date has addressed this issue. It is important to
identify the possible consequences of the privacy paradox in order to highlight the role
organizations, policy makers and consumer advocates play in ensuring that consumers are not
‘deceived’ into disclosing personal information against their will. A review of literature
suggests three possible outcomes – a change in consumers’ attitudes towards the disclosure
situation so as to restore consonance (i.e., positive), inertia (i.e., neutral) and exaberation of
privacy concerns (i.e., negative).
Cognitive dissonance arises when what an individual knows or believes is inconsistent with
what he/she does (Festinger, 1957). As a result of this inconsistency, individuals experience
psychological discomfort and will therefore strive to reduce dissonance and restore
consonance (Aronson, 1997; Festinger, 1957). According to the theory of cognitive
dissonance, ‘if a person is induced to do or say something which is contrary to his private
opinion, there will be a tendancy for him to change his opinion so as to bring it into
correspondence with what he has done or said’ (Festinger and Carlsmith, 1959: 209).
Therefore, when consumers disclose personal information against their intentions, it is
possible that they will justify their behaviours and attempt to restore consonance by
positively changing their attitudes (i.e., it’s not so bad after all). This is especially the case
when the individual perceives that disclosure of personal information did not lead to adverse
negative consequences, or when they are unaware of the consequences of information
disclosure.
P4: The privacy paradox will result in a positive change in attitudes towards disclosure
behavior.
The privacy paradox may also result in inertia, where consumers fail to act or respond.
Indeed, studies have shown that despite feelings of dissatisfaction, some consumers do not
take action (Chebat, Davidow and Codjovi, 2005; Stephens and Gwinner, 1998; Voorhees,
Brady and Horowitz, 2006). This may be in part, due to lack of resources (i.e., time and
ability) to take action and seek redress (Voorhees, Brady and Horowitz, 2006). Inertia may
also be caused by consumers’ perceived difficulty of seeking resolutions (i.e., long and

ANZMAC 2009

cumbersome complaint processes) and their perceived lack of responsiveness on the part of
organizations (i.e., no one to complaint to) (Voorhees, Brady and Horowitz, 2006;
Zeelenberg and Pieters, 2004). Consumers may also fail to react simply because they believe
that the costs of taking action outweighs the benefits (Zeelenberg and Pieters, 2004).
P5: The privacy paradox will result in inaction/inertia.
Last, when consumers perceive that they are ‘coerced’ or ‘forced’ into providing personal
information against their intention, as in the case of low perceived behavioural control, they
may feel betrayed (Gregoire and Fisher, 2008). Moreover, if consumers are later confronted
with the discrepancy between their actions and their ideals, as in the case of immediate
gratification and habits/routinization of disclosure behaviour, they may react with regret and
resentment towards the organization (Berendt, Gunther and Spiekermann, 2005). As a result,
consumers may retaliate, increasing the likelihood of stronger negative attitudes, further
feelings of distrust and exacerbated consumer protection behaviours directed towards the
requesting organization and other information collecting entities. For example, consumers
may falsify personal details when requested for information (Wirtz, Lwin and Williams,
2007). This will undetermine the effectiveness of not-for-profits, charities, research groups,
governments and enforcement entities that legitimately depend on accurate consumer
information. Consumers may also retailiate by engaging in vindictive complaining, ‘abusing’
frontline employees, spreading negative word of mouth and complaining to third parties
(Gregoire and Fisher, 2008).
P6: The privacy paradox will result in enhanced negative attitudes and associated privacy
protection behaviors.
Finally, there may also be negative consequences for the individual, ranging from feelings of
mere irritation, to depression, fear and paranoia and in extreme cases, strict refusal to
participate in consumer society. This could potentially result in the deprivation of necessities,
such as mental health support, medical services and perscriptions (The Age, 2004).

Conclusion
This paper presents a theoretical framework of the drivers and consequences of the privacy
paradox, where consumers disclose personal information to organizations in spite of privacy
concerns and explicit intentions to withhold personal information.
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